Test Your Mail Gateway



Use a free site

http://www.emailsecuritycheck.net/index.htm
|

Enter afnog@your.domain as the email to
receive SPAM

Then login to MailWatch (username
“mailwatch” password is “afhog”

Wait for the verification email to appear on
the page



Click on the # on the email
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[#] 28/05/15 12:38:04 securitycheck@emailsecuritycheck.net afnog@gabest.afnog.quru
[#] 28/05/1512:31:08 securitycheck@emailsecuritycheck.net afnog@gabest.afnog.quru



Go to the bottom of the page and
click the mail highlighted in blue

Quarantine
File Type Path

message message/rfc822 20150527/nonspam/08325802B98.AD1A3



Then open the URL in the email

MIME Type: text/html

Hello,

you are receiving this email because your email address has been registered for the Byteplant Email Security Check.
If this should be an error, please ignore and delete this email.
To start the Email Security Check, please confirm your request now by clicking on this activation link:

http://www.emailsecuritycheck.net/7EmailAddress=afnog @pc35.sse.ws.afnog.ore&EmaillD=wzeronHGWEQJK INXRIr7tw==

Once you have confirmed your email address, we'll send you a set of test emails.



Check Mail Log and MailWatch

Ssudo tail -f /var/log/mail.log

RECENT MESSAGES LISTS QUARANTINE REPORTS TOOLS/LINKS SOFTWARE VERSIONS LOGOUT

Last 50 Messages (Refreshing every 30 seconds)
# Date/Time From To

Subject Size
[#] 27/05/15 16:17:38 postmaster@pc35.sse.ws.afnog.org postmaster Bad Filename Detected : Virus Detected 3.2Kb
[#] 27/05/15 15:17:38 securitycheck@emailsecuritycheck.net Warning: E-mail viruses detected 1.3Kb
Tat mail 1/7 (ID=OetW1uShtcDSdINLAXvjiw [ 2.1Kb]|
© 27/05/15 19:17:21  securitycheck@emailsecuritycheck.net ~ afnog@pc35.sse.ws.afnog.org

[#] 27/05/15 16:17:21 securitycheck@emailsecuritycheck.net afnog@pc35.sse.ws.afnog.org Test mail 5/7 (ID=0etW1uShtcDSd!NLAxvjiw== 2.1Kb
m 27/05/15 19:17:21 |securitycheck@emailsecuritycheck.net afnog@pc35.sse.ws.afnog.org Test mail 2/7 (ID=0etW1uShtcDSd!NLAXvjiw== ml
[#] 27/05/15 16:17:18 securitycheck@emailsecuritycheck.net afnog@pc35.sse.ws.afneg.org Test mail 4/7 (ID=0etW1uShtcDSd!NLAxvjiw== 2.1Kb
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Click on the individual emails to see
why they are scored



