FreeBSD security exercises

1. Figure out what is running on your machine

ps                       # processes
netstat                  # network status
sockstat                 # socket status
grep -i yes /etc/rc.conf

wish.

Now here are some good options:

$ ps -auxw | less
$ netstat -an -f inet
$ sockstat -4 -l

may produce:

$ sockstat -4 -l
USER     COMMAND    PID   FD PROTO  LOCAL ADDRESS         FOREIGN ADDRESS
root     syslogd    19072 5  udp4   *:514                 *:*
root     sshd       19196 3  tcp4   *:22                  *:*
root     sendmail   19202 4  tcp4   127.0.0.1:25          *:*

An easy way to check what you’ve chosen to start at system boot is:

$ grep -i yes /etc/rc.conf

$ grep -i ’="yes"’ /etc/defaults/rc.conf

Finally, in a perfect world you should be able to type:

$ ps -auxw | less

2. Turn off any unnecessary services

very likely place to turn the item off will be in the file

/etc/rc.conf

You usually do this by immediately shutting it down with:

# /etc/rc.d/service stop

(or just by ’kill pid

service_enable="NO"

3. Understand your logs

of potential attacks.

First, have a look at the file:

 $ less /etc/syslog.conf

Now go to the directory /var/log

$ cd /var/log

The log you are probably going to look at the most is "messages".

# cd /var/log
# file *

Xorg.0.log:       ASCII English text
Xorg.0.log.old:   ASCII English text
aculog:           ASCII text
auth.log:         ASCII text
connect-errors:   ASCII text
cron:             ASCII text
cron.0.bz2:       bzip2 compressed data, block size = 900k
cron.1.bz2:       bzip2 compressed data, block size = 900k
cron.2.bz2:       bzip2 compressed data, block size = 900k
debug.log:        ASCII text
debug.log.0.bz2:  bzip2 compressed data, block size = 900k
exim:             directory
lastlog:          data
lpd-errs:         ASCII text
maillog:          ASCII text
maillog.0.bz2:    bzip2 compressed data, block size = 900k
maillog.1.bz2:    bzip2 compressed data, block size = 900k
maillog.2.bz2:    bzip2 compressed data, block size = 900k
messages:         ASCII English text
messages.0.bz2:   bzip2 compressed data, block size = 900k
messages.1.bz2:   bzip2 compressed data, block size = 900k
messages.2.bz2:   bzip2 compressed data, block size = 900k
ppp.log:          empty
security:         empty
sendmail.st:      empty
sendmail.st.0:    empty
sendmail.st.1:    empty
sendmail.st.2:    empty
slip.log:         empty
userlog:          ASCII text
wtmp:             data

# gzip -dc filename.gz | less
# bzip2 -dc filename.bz2 | less

# periodic daily

It might take a minute or so to complete. Now type:

# mail
Mail version 8.1 6/6/93.  Type ? for help.
"/var/mail/root": 2 messages 2 new
>N  1 root@localhost.local  Sun Jan  9 11:02  37/1039  "localhost.localdomain"
 N  2 root@localhost.local  Sun Jan  9 11:02  72/2440  "localhost.localdomain"

mail.

information see

$ man cron
$ man -a crontab

$ cd /etc/periodic
$ ls
daily           monthly         security        weekly

Now look in one of the directories, like ’daily’:

$ cd daily
$ ls
100.clean-disks         210.backup-aliases      430.status-rwho
110.clean-tmps          300.calendar            440.status-mailq
120.clean-preserve      310.accounting          450.status-security
130.clean-msgs          330.news                460.status-mail-rejects
140.clean-rwho          400.status-disks        470.status-named
150.clean-hoststat      405.status-ata-raid     500.queuerun
200.backup-passwd       420.status-network      999.local

background on your machine.