Courier worksheet

1. Install courier-authlib 2. Configure and start courier-authlib 3. Test courier-authlib 4. Install courier-imap 5. Configure and start courier-imap 6. Test POP3 and IMAP 7. POP3 and IMAP over SSL 8. Install sqwebmail 9. Configure and start sqwebmail 10. Test sqwebmail 11. Optional extra exercises

installed in /usr/local/bin /usr/local/sbin, which is already in your $PATH.

1. Install courier-authlib

courier-authlib . This package is responsible for

POP3/IMAP and Webmail.

Start by looking at the port’s Makefile:

# cd /usr/ports/mail/courier-authlib
# less Makefile

# make
[If you are prompted for a set of options, hit tab to OK to accept the
defaults: namely "PAM support", "authuserdb", and "merge new options"]
# make install
# make clean         (optional step - deletes temporary files in ’work’ subdir)

2. Configure and start courier-authlib

edit /etc/rc.conf:

# vi /etc/rc.conf
add the following line:
courier_authdaemond_enable="YES"

                                               /usr/local/etc/authlib/authdaemonrc

exercise, we will turn on authentication debugging.

# cd /usr/local/etc/authlib
# vi authdaemonrc
change this line:
DEBUG_LOGIN=0
to:
DEBUG_LOGIN=1

...
authmodulelist="authpam"
...

Now we are ready to start the authentication daemons:

# /usr/local/etc/rc.d/courier-authdaemond.sh start
Starting courier_authdaemond.
# ps auxwww | grep authdaemond
root     36787  0.0  0.2  1220  720  p1  S    10:40AM   0:00.00 /usr/local/sbin/courierlogger
-pid=/usr/local/var/spool/authdaemon/pid -start /usr/local/libexec/courier-authlib/authdaemond
root     36788  0.0  0.2  1464  880  p1  S    10:40AM   0:00.00 /usr/local/libexec/courier-authlib/authdaemond
root     36789  0.0  0.2  1464  880  p1  S    10:40AM   0:00.00 /usr/local/libexec/courier-authlib/authdaemond
root     36790  0.0  0.2  1464  880  p1  S    10:40AM   0:00.00 /usr/local/libexec/courier-authlib/authdaemond
root     36791  0.0  0.2  1464  880  p1  S    10:40AM   0:00.00 /usr/local/libexec/courier-authlib/authdaemond
root     36792  0.0  0.2  1464  880  p1  S    10:40AM   0:00.00 /usr/local/libexec/courier-authlib/authdaemond
root     36793  0.0  0.2  1464  880  p1  S    10:40AM   0:00.00 /usr/local/libexec/courier-authlib/authdaemond

                                                           courier_authdaemond_enable="YES"

3. Test courier-authlib

# authtest brian             -- find an account called ’brian’
# authtest brian foo         -- check ’brian’ has password ’foo’
# authenumerate              -- list all accounts

  /var/log/debug.log

# less /var/log/debug.log

http://www.courier-mta.org/authlib/ installed in /usr/local/share/doc/courier-authlib/

4. Install courier-imap

Using ports, building courier-imap is straightforward:

# cd /usr/ports/mail/courier-imap
[Accept default configuration: with OpenSSL and IPv6]
# make
# make install
# make clean         (optional step)

5. Configure and start courier-imap

/usr/local/etc/courier-imap/pop3d
/usr/local/etc/courier-imap/imapd

# cd /usr/local/etc/courier-imap
# vi pop3d
...
MAXDAEMONS=300
...
# vi imapd
...
MAXDAEMONS=300
...

                                                           /etc/rc.conf

# vi /etc/rc.conf
add the following line(s):
courier_imap_pop3d_enable="YES"
courier_imap_imapd_enable="YES"

And then run the startup script(s):

# /usr/local/etc/rc.d/courier-imap-pop3d.sh start
Starting courier_imap_pop3d.
# /usr/local/etc/rc.d/courier-imap-imapd.sh start
Starting courier_imap_imapd.

6. Test POP3 and IMAP

# telnet localhost 110
Connected to localhost.
Escape character is ’^]’.
+OK Hello there.
user username
+OK Password required.
pass password
+OK logged in.
stat
+OK 26 49857
retr 1
+OK 1073 octets follow.
... message
.
quit
+OK Bye-bye.
Connection closed by foreign host.

# telnet localhost 143
Connected to localhost.
Escape character is ’^]’.
* OK Courier-IMAP ready. Copyright 1998-2001 Double Precision, Inc.  See
COPYING for distribution information.
1 login username password
1 OK LOGIN Ok.
2 examine inbox
* FLAGS (\Answered \Flagged \Deleted \Seen \Recent)
* OK [PERMANENTFLAGS ()] No permanent flags permitted
* 26 EXISTS
* 0 RECENT
* OK [UIDVALIDITY 989061119] Ok
2 OK [READ-ONLY] Ok
3 logout
* BYE Courier-IMAP server shutting down
3 OK LOGOUT completed
Connection closed by foreign host.

NOTE:

                                                                               /var/log/maillog and
/var/log/debug.log.

7. pop3 and imap over SSL

encryption of data.

# cd /usr/local/etc/courier-imap
# cp pop3d.cnf.dist pop3d.cnf
# cp imapd.cnf.dist imapd.cnf
# mkpop3dcert
# mkimapdcert

Next, enable the SSL daemons in /etc/rc.conf:

# vi /etc/rc.conf
courier_imap_pop3d_ssl_enable="YES"       # pop3 over ssl, port 995
courier_imap_imapd_ssl_enable="YES"       # imap over ssl, port 993

Then you start the servers:

# /usr/local/etc/rc.d/courier-imap-pop3d-ssl.sh start

Starting courier_imap_pop3d_ssl.
# /usr/local/etc/rc.d/courier-imap-imapd-ssl.sh start
Starting courier_imap_imapd_ssl.

# openssl s_client -connect localhost:995

8. Install sqwebmail

bandwidth it might use.

where there is an NFS-shared mailstore.

subject to change quite frequently.

If you don’t have it, install and test Apache first:

# cd /usr/ports/www/apache13-modssl
# make all install clean
# vi /etc/rc.conf
apache_enable="YES"
# /usr/local/etc/rc.d/apache.sh start

http://localhost/

Now install sqwebmail:

# cd /usr/ports/mail/sqwebmail
# make WITH_CHARSET=all
# make install
# make clean       (optional step)

                                                     /usr/local/www/cgi-bin-dist
                        /usr/local/www/data-dist/sqwebmail/*

9. Configure and start sqwebmail

/usr/local/etc/sqwebmail/sqwebmaild

need to change it.

                                                     /etc/rc.conf, and then call its startup script.

# vi /etc/rc.conf
...
sqwebmaild_enable="YES"

# /usr/local/etc/rc.d/sqwebmail-sqwebmaild.sh start
Starting sqwebmaild.

                                                 /etc/crontab to periodically clean out old sessions:

0  *  *  *  *  bin  /usr/local/share/sqwebmail/cleancache.pl

10. Test sqwebmail

http://localhost/cgi-bin/sqwebmail/sqwebmail

If this does not work:

Check your Apache logs - /var/log/httpd-access.log /var/log/httpd-error.log Check your mail log - /var/log/maillog Check your debug log - /var/log/debug.log

http://www.courier-mta.org/sqwebmail/

/usr/local/share/doc/sqwebmail/

11. Optional extra exercises

and Webmail.

# vi /usr/local/etc/authlib/authdaemonrc
change
DEFAULTOPTIONS=""
to
DEFAULTOPTIONS="wbnodsn=1,wbnochangingfrom=1,disableshared=1"
# /usr/local/etc/rc.d/courier-authdaemond.sh restart

                                                      username

using " "

disableshared=1

disablepop3=1
disableimap=1
disablewebmail=1

Disable these types of access from this account

wbnochangingfrom=1 Webmail: disable ability for users to set the From: header on outgoing mail

wbnochangepass=1 Webmail: disable ability for users to change their passwords

wbusexsender=1 Webmail: add an X-Sender: header to outgoing mail

wbnoimages=1 Webmail: use a text-only interface

wbnodsn=1 disable it anyway)