SSH exercises

1. Login to the NOC machine

$ ssh username@noc.e0.ws.afnog.org

Here is what your session should have looked like, more or less:

$ ssh foo@noc.e0.ws.afnog.org
The authenticity of host ’noc.e0.ws.afnog.org (196.200.219.125)’ can’t be established.
DSA key fingerprint is 8a:d2:68:4b:4b:a5:1c:b8:b0:24:c2:51:9b:fc:a0:85.
Are you sure you want to continue connecting (yes/no)? yes
Warning: Permanently added ’noc.e0.ws.afnog.org’ (DSA) to the list of known hosts.
foo@noc.e0.ws.afnog.org’s password: <enter password here>
... normal ’message of the day’
$

$ ssh-keygen -l -f /etc/ssh/ssh_host_dsa_key.pub

and reading the result back over the phone to you.

The server’s public key is then recorded in ~/.ssh/known_hosts

learned during the first connection. If they are the same, you can be sure

find out if that has happened)

$ talk otherusername

not in the wheel group! :-)

2. Set up sshd on your system

You will now set up sshd to allow remote clients to login to your system.

edit the file /etc/rc.conf:

# vi /etc/rc.conf

Add an extra line which says

sshd_enable="YES"

Notice that if you type

$ grep ssh /etc/defaults/rc.conf

you’ll see:

sshd_enable="NO"                # Enable sshd
sshd_program="/usr/sbin/sshd"   # path to sshd, if you want a different one.
sshd_flags=""                   # Additional flags for sshd.

Now you still need to start the ssh daemon. To do this type:

# /etc/rc.d/sshd start

To verify ssh is really running, try these commands:

$ /etc/rc.d/sshd status
$ ps -auxw | grep sshd

yourself on day 1.

$ ssh username@localhost

continue.

3. Create accounts for your neighbours

$ pw useradd <username> -m
$ passwd <username>

their system rather than on your own!

they stumble across the right one.

4. Set up ssh private key authentication

instead

will choose rsa dsa rsa keys for the old ssh1)

$ ssh-keygen -b 2048 -t rsa
Generating public/private rsa key pair.
Enter file in which to save the key (/u/home/lists/.ssh/id_rsa): <just hit Enter>
Enter passphrase (empty for no passphrase): <type a passphrase>
Enter same passphrase again: <type it again>
The key fingerprint is:
7d:04:51:06:91:7c:7d:46:69:17:f4:ac:e0:c8:e4:bd you@pcn.e0.ws.afnog.org

harder to guess.

This process creates two files: ~/.ssh/idrsa and ~/.ssh/id respectively.

public key on the remote host. Use the username and

this:

$ scp id_rsa.pub username@pcother.e0.ws.afnog.org:id_rsa.pub
Password:

file id keys

$ ssh username@pcother.e0.ws.afnog.org
Password:
[you now have a shell on remote machine]
$ ls -A
id_rsa.pub
$ mkdir .ssh         # if .ssh directory doesn’t already exist
$ mv id_rsa.pub .ssh/authorized_keys
$ exit
[you should now be back on your local machine]

the passphrase of your public key:

$ ssh username@pcother.e0.ws.afnog.org
Enter passphrase for key ’/usr/home/yourname/.ssh/id_rsa’: <enter passphrase>

If all is well, you should be logged in successfully.

This might look

you could still login.

The remote system can disable password logins