Step 1: Plan Your Installation Supported Hardware: CD-ROM, or at the FreeBSD ftp site (ftp://ftp.freebsd.org/

Hardware Inventory:

settings during installation unless otherwise specified. Hard Drive Configuration (RAID):

http://www.vinumvm.org/ http://www.daemonnews.org/200002/vinum.html

configuration can be found at http://www.freebsd.org/doc/en_US.ISO8859-1/books/handbook/dirstructure.html

bootable kernel of FreeBSD. But, if you plan on having users

your system.

considerably more space set aside for this partition.

Services to Run or Not:

information.

GUI or Not:

FreeBSD (and UNIX in general). Step 2: Install FreeBSD

read this at http://www.freebsd.org/doc/en_US.ISO8859-1/books/handbook/

both these topics).

Chapter 2 of the After installation you can run /stand/sysinstall

cvsup to keep this collection current. Step 3: Secure Your Installation Security is a big secure your server

concepts you need to do in order to secure your server:

Run only the services you plan on using. Use only the services that are necessary. Use secure passwords.

Force users on your machine to use secure passwords. Restrict root access to a minimal set of services. Restrict access to these services via inetd and tcpwrappers. Restrict access to your box using IP Firewall services (ipfw). Log events on your machine and understand what logs are being kept. compromised.

your data available.

the less secure your server is.

SSL.

following:

An introduction to FreeBSD security can be found at:

You should read Chapter 10 of the FreeBSD Handbook, which deals with Security: http://www.freebsd.org/doc/en_US.ISO8859-1/books/handbook/ An excellent place to look for a general overview of UNIX security is: inetd overview from the FreeBSD Handbook:

http://www.freebsd.org/doc/en_US.ISO8859-1/books/handbook/inetd.html#INETD-OVERVIEW http://www.freebsd.org/cgi/man.cgi?query=inetd&sektion=8, tcpwrapper (host access restrictions) overview at:

http://www.freebsd.org/cgi/man.cgi?query=hosts_access&sektion=5 IP Firewall or ipfw facility under FreeBSD:

http://www.freebsd.org/cgi/man.cgi?query=ipfw&apropos=0&sektion=0&manpath=FreeBSD+4.5-RELEASE&format=html ,

http://www.tripwire.org/

subscribe freebsd-security-notifications

SANS (System Administration, Networking, and Security) Institute. http://server2.sans.org/sansnews http://www.sans.org/newlook/digests/SAC/BSD.htm CERT (Computer Emergency Response Team): http://www.cert.org/contact_cert/certmaillist.html

own server or network.

in upper and lower case letters as well.

Step 4: Administer and Update Your Installation

disk quotas among other things.

http://www.freebsd.org/cgi/man.cgi.

at http://www.freebsd.org/cgi/man.cgi?query=cvs&apropos=0&sektion=0&manpath=FreeBSD+4.5-RELEASE&format=html

operating system.

Back to Top

NSRC Home | | | Network Administration General Computer Networking Info | | Workshops | AllAll LongLong Search

Network Startup Resource Center

Last Update May 5, 2002